Network Details Worksheet 

	CASE#: __________________              DATE: ________________________



	Contact Information

	 FORMCHECKBOX 

	Person Completing this Form

Name: ______________________________________________

Phone: ______________________________________________

Other: ______________________________________________




	Relevant IP Addresses and Domains

	 FORMCHECKBOX 

	Attacker IP Addresses
#

Date Found

IP Address or Domain

1

2

3

4

5

6

7

8

9



	 FORMCHECKBOX 

	Actions Taken

#

Date

Monitor

Block

Blackhole

Other (describe)

1

2

3

4

5

6

7

8

9




	Other Questions

	MONITORING

Determine whether network monitoring is being conducted. If network administrators have set up network capture devices, determine who is performing it, where the capture is being performed at (physically and logically), where the data is being stored, and who has access to it. Clarify the filtering rules applied to the capture, whether the capture contains sessions’ full content or only header (connection) information.
	

	PRESERVATION

If any data is being preserved, what process is being used and where it is being stored. Similar to individual system details, be sure that any data related to network detection is being properly handled and tracked.
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